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Use the IOT Water Quality Monitoring application template and the guide from this article to develop 

a comprehensive solution for monitoring water quality In recent decades, the deployment of environmental 

monitoring networks has been using a large number of heterogeneous equipment. Since its maintenance and 

work with it requires extensive technical and human resources, the issue of creating distributed monitoring 

systems affects the scope of application in these systems of methods for studying the condition of the studied 

distributed objects (territories of industrial facilities, recreational urban areas, territories of cities themselves, 

nature protection zones, agricultural lands, forests, etc.) based on wireless sensor networks (including IOT 

networks) [1-6]. Based on the latest achievements in the field of IOT technologies, we can say that they 

provide a number of tools that allow for large-scale and widespread monitoring of surveillance objects (in 

production, for medical purposes, during transportation and sale of goods, during environmental monitoring). 

Among the goals of using IOT technologies are to increase the efficiency and accuracy of monitoring systems, 

increase economic benefits and improve the quality of life in general [2, 7, 8]. Since as a result of the operation 

of any distributed large-scale monitoring system, large volumes of heterogeneous data are generated that come 

from a distributed network of sensors, they require timely collection and primary processing of data, safe and 

holistic storage, further correct extraction and transmission for processing, and ultimately, transmission of 

processed data to users. It is known that currently the cloud computing paradigm is widely used for organizing 

distributed monitoring of various surveillance objects and allows solving issues related to big data analysis 

due to its scalable and distributed data management scheme. Examples of environmental monitoring systems 

using cloud technologies can be found in the articles [2, 4, 9, 10].В решениях для управления 

водоснабжением используются интеллектуальные устройства, такие как расходомеры, устройства 

контроля качества воды, интеллектуальные вентили, детекторы утечек. 

Devices used in intelligent water monitoring solutions can be connected using energy-efficient long-range 

networks (LPWAN) or through a third-party network operator. To send data from this type of device to an 

IOT Internet of Things application, use the IOT Central Device Bridge. In addition, you can use device 

gateways that support IP addresses and can connect directly to IOT CENTRAL. 

 IOT is an IOT application platform that helps you quickly create and deploy IOT solutions. You can create a 

brand name for your solution, configure it and integrate it with third-party services. After connecting 

intelligent water monitoring devices to the IOT, the application provides capabilities for controlling devices 

using commands, as well as monitoring, alerts, a user interface with built-in RBAC roles, customizable 

analytics dashboards and the possibility of further expanding the functions of the solution. 

 

Conclusion.  

Summing up the work carried out , we can conclude that, when developing monitoring systems using cloud 

computing and sensor networks (including IOT networks) used in various fields of human activity (including 

environmental monitoring systems), foggy and edge computing technologies and distributed registry 
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technologies (most often blockchain) are increasingly used. Research in the field of development of 

environmental monitoring systems using these technologies has overcome the initial stage and is relevant and 

promising. The use of fog computing allows parallelizing the processes of data transmission and processing, 

thereby ensuring high computing performance and reducing the load on data transmission channels. The use 

of blockchain technology brings advantages to environmental monitoring systems associated with a 

distributed and dynamic form of data storage, which has properties and capabilities that allow you to go 

beyond the usual classic centralized databases and get a reduction in load on the cloud by placing copies of 

the database closer both to the lower level of the system and to users, as well as to ensure data security and 

integrity. In the future, it is advisable to explore the possibilities of joint application of fog and edge computing 

technologies and a distributed registry in the construction of environmental monitoring systems based on IOT 

networks. In order to achieve an increase in the efficiency of assessing the current situation in such monitoring 

systems, it is necessary to solve the problem of distributing the computational load within the framework of 

the fog and edge layers available in the system. Therefore, it is necessary to investigate the types of distributed 

registries from the point of view of limiting their use when creating such monitoring systems and describe 

possible options for choosing the type of distributed registry. It is also necessary to study the types of 

consensus protocols used in the work of the distributed registry, which will be used in conjunction with fog 

and edge computing technologies, and the limitations of their use to solve the problem of environmental 

monitoring. 

 

List of literature   

1. Nae-Soo Kim, Kyeseon Lee, Jae-Hong Ryu Study on IOT based wild vegetation 

community ecological monitoring system // 2015 Seventh International Conference on Ubiq- uitous 

and Future Networks. DOI:10.1109/icufn.2015.7182556. Известия ТулГУ. Технические науки. 

2021. Вып. 260 

2. Popović, T., Latinović, N., Pešić, A., Zečević, Ž., Krstajić, B., & Djukanović, S. 

Architecting an IoT-enabled platform for precision agriculture and ecological monitoring: A case 

study // Computers and Electronics in Agriculture, 140. P. 255–265. 

DOI:10.1016/j.compag.2017.06.008. 

3. Wang B., Lu K., Chang P., & Sun S. Multi-terminal monitoring system for cam- 

pus ecological environment based on sensor network // 2015 10th International Conference on 

Computer Science & Education(ICCSE).DOI:10.1109/iccse.2015.7250226. 

4. Zhai J., Cook C., Smith G.C., Gondi V., Hallstrom J.O., Post C., Eidson G.W. 

Harnessing the flow of ecological data across networks, middleware, and applications // 2016 IEEE 

3rd World Forum on Internet of Things (WF-IoT). DOI:10.1109/wf-iot.2016.7845411. 

5. Estevez C., Wu J. Green Cyber-Physical Systems // Cyber-Physical Systems, P. 225–237. 

DOI:10.1016/b978-0-12-803801-7.00015-8.  

6. Zhou Y., Zhang S. The design of the intelligent-agriculture control system based 

on the ecological-data analysis // Proceedings of the 2018 International Conference on Data Science 

and Information Technology - DSIT ’18. DOI: 10.1145/3239283.3239314 

7. Носкова А.И., Токранова М.В. Обзор автоматизированных систем монито- 

ринга // Интеллектуальные технологии на транспорте. 2017. No1. [Электронный ресурс] URL: 

https://cyberleninka.ru/article/n/obzor-avtomatizirovannyh-sistem-monitoringa (дата обращения: 

10.01.2021). 

8. Bhushan S., Bohara B., Kumar P., Sharma V. A new approach towards IoT by us- 

ing health care-IoT and food distribution IoT // 2016 2nd International Conference on Ad- vances in 

Computing, Communication, & Automation (ICACCA) (Fall). 

DOI:10.1109/icaccaf.2016.7748955. 

9. Якубайлик О.Э. Проблемы формирования информационно-вычислительного обеспечения 

систем экологического мониторинга // Вестник Сибирского государственного 

аэрокосмического университета имени академика М.Ф. Решетнева, 2012. С. 96- 102. 



3rd Global Symposium on Humanity and Scientific Advancements 
Hosted From Chicago, Illinois, USA  

https://conferencepublication.com                    February 28th  2022 

 

40 

10. Dong Y., Xu F., Liu L., Du X., Ye H., Huang W., Zhu Y. Monitoring and fore- 

casting for disease and pest in crop based on WebGIS system // 2019 8th International Conference on 

Agro-Geoinformatics (Agro-Geoinformatics). DOI: 10.1109/agrogeoinformatics.2019.8820620. 

11. Bonomi F., Milito R., Zhu J., Addepalli S. Fog computing and its role in the in- 

ternet of things // Proceedings of the first edition of the MCC workshop on Mobile cloud computing, 

2012. P. 13–16. 

12. Tang B., Chen Z., Hefferman G., Wei T., He H., Yang Q. A Hierarchical Dis- 

tributed Fog Computing Architecture for Big Data Analysis in Smart Cities // ASE BD&SI 2015: 

Proceedings of the ASE BigData & SocialInformatics 2015. DOI: 

10.1145/2818869.2818898. 

13. Tan B., Chen Z., Hefferman G., Pei S., Wei T., He H., Yang Q. Incorporating 

Intelligence in Fog Computing for Big Data Analysis in Smart Cities // IEEE Transactions on 

Industrial Informatics, 13(5). P. 2140–2150. DOI: 10.1109/tii.2017.2679740. 

14. Narayanan L.K., Sankaranarayanan S. IoT Enabled Smart Water Distribution 

and Underground Pipe Health Monitoring Architecture for Smart Cities // 2019 IEEE 5th In- 

ternational Conference for Convergence in Technology (I2CT). DOI: 10.1109/ 

i2ct45611.2019.9033593. 

 

 
 


