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Although the cryptographic algorithm is the most noticeable weakness of
second-generation systems, the GSM security flaws are not limited to this. In particular,
it does not provide mutual authentication. In GSM systems, the user was required to
authenticate before being allowed access to the network; however, the reverse is not
true — the user is not given the option to authenticate the radio station. The
technological revolution that took place in the late 90s with the advent of software-
defined radio (SDR), made not only possible, but even quite cheap attacks based on
"fraudulent base stations", that is, fictitious radio stations controlled by an attacker,
who, thus, was able to intercept and interfere with the messages of end users.

Finally, no security solution in the core network part has been standardized in
GSM. The encryption of the radio interface was completed in the access network - the
information was transmitted in clear form over a fixed network, as a result of which any
attacker with access to the transport infrastructure could violate the confidentiality and
integrity of the transmitted data.

3G: Security generation: The next third generation, UMTS, was the generation
that made the most progress in security. First, 3G systems have completely abandoned
"security through obscurity" by adopting publicly validated cryptographic algorithms
of the AES (Advanced Encryption Standard) family, which are much more secure than
the previous ones. The use of cryptographic techniques has also been significantly
improved, both by explicitly separating ciphers and corresponding keys from data
integrity, and by introducing privacy features and protecting users from end-user
location-tracking attacks (location privacy). 3G systems also eliminated the problem of
unauthorized base stations by providing an extremely effective method of mutual
authentication.

Systematization of security and 4G: In line with the progress made in 3G
systems, the fourth generation has made several improvements. First of all, this is
"security by design" (SBD), that is, solving security issues from the very beginning of
the LTE architecture standardization stage. The overall 4G security architecture was
divided into five areas:
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I -network access security: radio interface security and secure user access to the
service;

II- network domain security: protection of network elements and the
corresponding exchange of data traffic and signaling messages;

ITI- user Domain Security: Protecting the mobile device and its interaction with
USIMV;

IV- application Domain security: secure communication at the application level;

V- visibility: the ability to check whether (and what) security features are
working, as well as how they are configured.

Key Hierarchy: The 5G hierarchy reflects changes in the overall architecture and
trust model using the key-sharing security principle. One of the main differences
between 5G and 4G is the ability to protect the integrity of the user's plane.

Mobility: Mobility in 5G is similar to mobility in 4G with the difference that in
5G, the mobility binding in the underlying network can be separated from the security
binding.

The main use case for 5G Phase 1 was mobile broadband. Phase 2 5G will
provide solutions for the Internet of Things (IoT), massive Machine-to-machine mMTC
(massive Machine Type Communication), and highly reliable, Very Low-Latency
URLLC (Ultra-Reliable and Low-Latency Communication). mMTC refers to a very large
number of devices that transmit a relatively small amount of data and are not sensitive
to latency, while URLLC refers to services with strict requirements for bandwidth,
latency, and availability.

For mMTC very low data rates, dropping to a few bits per day, we will have to
consider the degree of security (authentication, privacy, integrity, etc.) that can be
provided. Examples are temperature sensors that provide hourly updates, farm animal
sensors that provide vital status information a couple of times a day, and so on. Such
devices will also have limited battery, computing, and memory resources. The
requirement for security will be to reduce the overhead associated with bit security.

On the other hand, URLLC devices will require high data rates with potentially
more capacious batteries and computing resources. Examples of such devices are
automobiles, industrial Internet of Things (IloT) devices such as factory equipment,
virtual or augmented reality (VR or AR) devices used for real-time games or services.
Providing higher data rates also means that the bandwidth of the security features must
be taken into account to avoid processing delays.
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